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Exhibit A: HIPAA Business Associate Agreement 

 

This Business Associate Agreement (“BAA”) is entered into by and between Customer (“Covered Entity”) 

and Phreesia, Inc. (“Phreesia” or “Business Associate”) (each a “Party” and collectively the “Parties”). 

 

RECITALS 

 

WHEREAS Customer is a “Covered Entity” and Phreesia is a “Business Associate,” each subject to the Health 

Insurance Portability and Accountability Act of 1996, as amended and supplemented by the Health Information 

Technology for Economic and Clinical Health Act, and the regulations promulgated thereunder (all such laws 

and regulations shall collectively be referred to herein as “HIPAA”). 

 

WHEREAS Phreesia is a “Business Associate” and provides products and services to Customer as set forth in the 

Parties’ Product and Services Agreement (“Agreement”) to which this BAA is attached as Exhibit A. 

 

WHEREAS, in the course of providing such products and services to Customer, Phreesia may come into contact 

with Protected Health Information of Customer’s patients. 

 

WHEREAS, this BAA shall remain in effect during the entire period the Agreement is in effect. In 

addition, portions of this BAA shall remain in effect subsequent to the termination of the Agreement, as 

provided in this BAA. 

 

NOW THEREFORE, the Parties agree as follows: 

 

1. Definitions 

Capitalized terms used, but not otherwise defined, in this BAA shall have the same meaning as those terms in 

HIPAA. Protected Health Information (“PHI”) and Electronic Protected Health Information (“ePHI”) shall have 

the same meanings as those terms in 45 C.F.R. § 160.103, limited to the information created or received by 

Business Associate from or on behalf of Covered Entity. 

 

2. Obligations and Activities of Business Associate 

a. Business Associate acknowledges that it shall provide products and services consistent with the Agreement. 

b. Business Associate agrees to not use or further disclose PHI other than as permitted or required by the 

Agreement, BAA, or as Required by Law. 

c. Business Associate agrees to use appropriate safeguards to prevent the unauthorized use or disclosure of PHI 

consistent with the HIPAA Security Rule (45 C.F.R. Part 160 and Subpart C of 45 C.F.R. Part 164), including 

appropriate administrative, physical, and technical safeguards. Business Associate will follow generally 

accepted system security principles. 

d. Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business 

Associate of a use or disclosure of PHI by Business Associate in violation of this BAA or HIPAA. 

e. Business Associate agrees to report to Customer any use or disclosure of PHI not provided for by this BAA of 

which Business Associate becomes aware, including breaches of unsecured PHI and Security Incidents 

(“Notifying Event”). Such report must be provided to Customer within ten (10) business days of Business 

Associate’s discovery of such Notifying Event. The parties agree to cooperate in good faith to determine 

whether any Notifying Event constitutes a “Breach” as defined under HIPAA. Business Associate shall 

cooperate and coordinate with Customer to determine additional actions that may be required of Business 

Associate for mitigation of a Notifying Event. Business Associate otherwise agrees to comply with all 

applicable requirements concerning breach notification to Customer as required by HIPAA. 

f. Notwithstanding the foregoing, the Parties agree to the following reporting procedure for Security Incidents that 

do not result in unauthorized access, use, disclosure, modification, destruction of ePHI, or interference with 

system operations (“Unsuccessful Security Incidents”). For Unsuccessful Security Incidents, the Parties agree 

that this paragraph constitutes notice of such Unsuccessful Security Incidents. By way of example, the Parties 

consider the following to be illustrative of Unsuccessful Security Incidents when they do not result in actual 

unauthorized access, use, disclosure, modification, destruction of ePHI, or interference with system operations: 

(i) pings on firewall; (ii) port scans; (iii) attempts to log on to a system or enter a database with an invalid 

password or username; (iv) denial-of-service attacks that do not result in a server being taken off-line; and (v) 
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malware (worms, viruses, etc.). 

g. Business Associate agrees to ensure that any Subcontractor to whom it provides PHI received from, or created 

or received by Business Associate on behalf of Customer, agrees to the same restrictions and conditions that 

apply through this BAA to Business Associate with respect to such information. 

h. Business Associate agrees to provide access, at the request of Customer, and in a reasonable time and manner, 

to PHI in a Designated Record Set, to Customer or, as directed by Customer, to an Individual in order to meet 

the requirements under 45 C.F.R. § 164.524. To the extent that such PHI is maintained in an Electronic Health 

Record, Business Associate agrees to produce a copy of such PHI in electronic format upon Customer’s or a 

patient’s request in accordance with HIPAA. 

i. Business Associate agrees to make any amendment(s) to PHI in a Designated Record Set that Customer directs 

or agrees to pursuant to 45 C.F.R. § 164.526 at the request of Customer or an Individual, and in a reasonable 

time and manner. 

j. Business Associate agrees to make internal practices, books, and records relating to the use and disclosure of 

PHI received from, or created or received by Business Associate on behalf of, Customer available to the 

Secretary for purposes of the Secretary determining Customer’s compliance with HIPAA. 

k. Business Associate agrees to document such disclosures of PHI and information related to such disclosures as 

would be required for Customer to respond to a request by an Individual for an accounting of disclosures and to 

provide Customer or an Individual, in a reasonable time and manner, information collected in accordance with 

this BAA, to permit Customer to respond to a request by an Individual for an accounting and disclosures of PHI 

in accordance with 45 C.F.R. § 164.528. 

l. Business Associate agrees to use or disclose the minimum necessary PHI pursuant to HIPAA. 

m. Business Associate agrees to comply with the prohibition on the sale of PHI without an Individual’s 

authorization in accordance with HIPAA. 

n. Business Associate agrees to comply with the restrictions on marketing set forth in HIPAA. 

o. To the extent that Business Associate is to carry out Customer’s obligation under Subpart E of 45 C.F.R. Part 

164, Business Associate agrees to comply with the requirements of Subpart E that apply to Customer in the 

performance of such obligation. 

 

3. Permitted Uses and Disclosures by Business Associate 

a. Except as otherwise limited in this BAA, Business Associate may use or disclose PHI to perform functions, 

activities, or services for, or on behalf of, Customer as permitted under the Agreement or this BAA, provided 

that such use or disclosure would not violate the HIPAA if done by Customer. 

b. Except as otherwise limited in this BAA, Business Associate may present an Authorization to an Individual for 

signature in accordance with HIPAA as permitted by, and consistent with, 45 C.F.R. § 164.508. 

c. Except as otherwise limited in this BAA, Business Associate may use PHI for the proper management and 

administration of Business Associate or to carry out the legal responsibilities of Business Associate. 

d. Except as otherwise limited in this BAA, Business Associate may disclose PHI for the proper management and 

administration of Business Associate or to carry out the legal responsibilities of Business Associate, provided 

that disclosures are required by law, or Business Associate obtains reasonable assurances from the person to 

whom the information is disclosed that it will remain confidential and be used or further disclosed only as 

required by law or for the purpose for which it was disclosed to the person, and the person notifies Business 

Associate of any instances of which it is aware in which the confidentiality of the information has been 

breached. 

e. Except as otherwise limited in this BAA, Business Associate may use PHI to provide data aggregation services 

as permitted by 45 C.F.R. § 164.504(e)(2)(i)(B). 

f. Except as otherwise expressly set forth in this BAA, Business Associate may, on behalf of Customer, use PHI to 

create de-identified data and limited data sets, each as defined under HIPAA for the express purpose of 

improving Business Associate’s Products, Services and Dashboard (each as defined in the Agreement) and 

conducting research that studies how use of the Products promotes public health, improves physician efficiency, 

improves health outcomes, and decreases errors in collecting patient intake information. Business Associate 

may further use and disclose such limited data sets for the same purpose, provided Business Associate, as an 

agent for Customer, enters into a data use agreement that satisfies HIPAA requirements concerning limited data 

sets with each recipient of a limited data set. 

 

4. Obligations of Customer 

a. Customer represents and warrants that it will comply with HIPAA as amended. 
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b. Customer shall notify Business Associate of any limitations in its Notice of Privacy Practices to the extent that 

such limitation may affect Business Associate’s use or disclosure of PHI. 

c. Customer shall provide Business Associate with any changes in, or revocation of, permission by Individual to 

use or disclose PHI, if such changes affect Business Associate’s permitted or required uses and disclosures. 

d. Customer shall notify Business Associate of any restriction to the use or disclosure of PHI that Customer has 

agreed to in accordance with 45 C.F.R. § 164.522, to the extent that such restriction may affect Business 

Associate’s use or disclosure of PHI. 

e. Customer shall provide Business Associate with a copy of its current Notice of Privacy Practices as required by 

45 C.F.R. § 164.520 and will provide revised copies of the Notice should the Notice be amended in any way. 

 

5. Permissible Requests by Customer 

Customer shall not request Business Associate to use or disclose PHI in any manner that would not be 

permissible under the Privacy Rule if done by Customer, except that Business Associate may use or disclose 

PHI for data aggregation services, management and administrative activities, and legal responsibilities. 

 

6. Term and Termination 

a. The Term of this BAA shall be co-terminus with the Agreement. In addition, upon either Party’s (“Terminating 

Party”) knowledge of a material breach by the other Party, the Terminating Party may immediately terminate 

this BAA, provided cure is not possible. 

b. Continued Safeguard of Information. Customer and Business Associate have mutually determined and agreed 

that return or destruction of the PHI created or received by Business Associate, its agents and Subcontractors, on 

behalf of Customer (including but not limited to that PHI contained in Business Associate’s and its agents’ and 

Subcontractors’ data processing, data storage, and other computer systems): (i) is not feasible; and (ii) Business 

Associate, its agents and Subcontractors shall not be obligated to return or destroy such PHI. Notwithstanding 

the termination of this BAA, Business Associate hereby agrees to extend the protections of this BAA to such 

PHI to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains 

such PHI. This provision shall survive termination of this BAA and the Agreement. 

 

7. Miscellaneous 

a. Regulatory References. A reference in this BAA to a section in the Privacy Rule or Security Rule means the 

section as in effect or as amended, and for which compliance is required. 

b. Amendment. The Parties agree to take such action necessary to implement the standards and requirements of 

HIPAA or any other applicable federal or state privacy law or regulation relating to the security or privacy of 

information, or the exchange of health information by electronic means. Upon the effective date of any final 

regulation or amendment to HIPAA and any applicable federal or state privacy law or regulation, this BAA will 

automatically be amended such that the obligations they impose (or require Customer to impose) on Business 

Associate will be included in this BAA without further action of the Parties, effective as of the required 

compliance date of such regulation or amendment. 

c. Interpretation. Any ambiguity in this BAA shall be resolved in favor of a meaning that permits Customer and 

Business Associate to comply with the Privacy and/or Security Rule. 

d. Privacy and Security Responsibility. Customer shall be solely responsible for any HIPAA Privacy Rule or 

Security Rule requirements, including those comprising physical, technical, or administrative safeguards, that 

Customer chooses not to elect Phreesia to implement on its behalf. Customer shall indemnify Phreesia to the 

maximum extent permitted by applicable law for the unauthorized use or disclosure of any PHI or Security 

Incident as a result of Customer’s acts or omissions. 

e. No Third-Party Beneficiary Rights. Nothing express or implied in this BAA is intended to give, nor shall 

anything herein give any person other than the Parties and the respective successors or assigns of the Parties, 

any rights, remedies, obligations, or liabilities whatsoever. 

f. Choice of Law. This BAA shall be construed, and the Parties’ rights shall be determined in accordance with, the 

laws of New York (without giving effect to principles of conflicts of law) and applicable federal law. 

g. Any notice required or permitted hereunder shall be addressed in accordance with the Parties’ email or physical 

addresses on file with the Parties. 

h. Entire BAA. This BAA sets forth the entire BAA and understanding between the Parties as to the subject matter 

hereof and supersedes all prior discussions, agreements and understandings relating to such subject matter. This 

BAA is hereby incorporated into and made a part of the Agreement as an addendum thereto. 


